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AN INTERVIEW WITH WITH MICHAEL CUTLIP,  
ADVISOR TO THE BOARD OF DIRECTORS, 
AUTHORITI

Eliminate Friction and Fraud  
with Smart PINS
Businesses and individuals transact every 
day—from authorizing payments for goods 
and services rendered, to permitting 
healthcare providers to share health records, 
or for allowing a mortgage lender to ensure 
payments are routed to the right account.

The importance of “getting it right” cannot 
be overstated. We’ve all heard the story in 
which a “CEO” instructs a finance employee 
to wire $10,000,000 to an overseas bank 
account. Immediately! The finance 
employee does as they’re told, because 
the instruction came from the CEO. It turns 
out, though, that the “CEO” was a fraudster 
posing as the CEO and the bank account is 
that of some cybercriminal. 

Scams targeting vendor payments, 
banking transactions, healthcare real 
estate, and more are on the rise, facilitated 
by business email compromise, and 
the Authoriti Network offers a client-
side application that puts control over 
transactions back into the hands of 
authorized parties, helping prevent fraud 
and identity theft by eliminating the 
potential for misuse. We spoke with  
Michael Cutlip, Advisor to the Board of 
Directors at Authoriti, about their  
innovative authorization technology.

TAG Cyber: Today, there are many technologies 
focused on authentication, but fewer focused on 
authorization. Why do you think that is?
AUTHORITI: There are a few reasons. First, 
authentication has been pressured by bad actors 
and forced to improve. However, the enhancements 
have evolved a legacy model rather than 
fundamentally change it. The legacy centralized 
challenge/response security model is ancient. 
“Halt, who goes there?” generally worked because 
the individual with the password then immediately 
transacted in person and in the moment. 

Challenging digital users at the other end of the 
line to prove who they are is a simple extension. 
Security measures have been layered to improve 
authentication when the prior method was 
deemed ineffective. This includes: Knowledge Based 
Authentication (KBAs), centralized One-Time PINs 
(OTPs), and backend monitoring/analytics. Multi-
factor authentication, to which you referred, is just a 
combination of these many ways to authenticate.

The second reason is that authorization is largely 
confused with centralized access control. It is a 
process that hasn’t had seen the same level of 
criminal pressure, and thus sits in the “necessary-
but-boring” bucket. Nonetheless, it’s vital. For 
example, based on early reports, the takeover of 
multiple Twitter accounts in July appears to have 
been related to insufficient access controls.

TAG Cyber: Why is the authorization piece 
important?
AUTHORITI: Fraud is a bad transaction, not a bad 
person. Authenticating “who” is on the other end 
of the line is only one part of the puzzle; it’s the 
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action that person takes (“what” they do) which causes a loss. 
It is therefore vital to ensure that the transaction request was 
authorized by the authenticated customer or employee. You 
can’t stop at authentication.

Further, it’s important to note that most digital authentication 
procedures are dependent on an in-the-moment basis. They 
maintain connection to the central server to hold trust in the 
identity. However, there are many scenarios where that channel 
is either not available or should not be trusted. Redirecting the 
genuine transaction of an authenticated user can have the same 
negative impact as stealing and misusing an ID.

TAG Cyber: Can you describe some of the trade-offs between 
security, access, and ease of use?
AUTHORITI: The classic trade-off between risk management 
and user experience was typically won by the risk side; a little 
inconvenience was necessary to manage fraud and protect 
private data. Customers were simply happy to be able to 
transact online and accepted the friction as evidence that the 
company was looking out for them.

Over time, after those layers of protection broke customer 
experience, the system was ripe for change. The customer-first 
focus and new technology platforms that startups have brought 
to every industry has radically shifted the balance toward UX. 
That said, some of these new customer-friendly technologies 
appear to have allowed fraud levels to rise, in part because they 
are still built around centralized authentication.

Focusing on data privacy issues, companies holding central 
stores of customer and employee data have long tried to 
protect it, given the clear liability issue for the holder. Consumers, 
however, are only now becoming aware of the extent to which 
their data is being collected and used by enterprises, having 
earlier consented via dense legalese in order to use the 
convenient or fun new services.

Rising consumer awareness and regulatory oversight is mandating 
that companies (data holders) provide an easy and clear control 
mechanism for consumers (data owners) to provide or withhold 
consent on how their data can be tracked and processed (used). 
Finding solutions that allow companies to easily eliminate friction 
and fraud while improving data privacy is everyone’s goal.

TAG Cyber: How does the Permission Code® platform reduce 
customer friction and mitigate fraud risk?
AUTHORITI: Authoriti’s mobile-first platform gives users control to 
authorize any transaction when and where they choose. Users 
do not have to be constantly connected with the other party to 
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transact. Bridging that time gap between authentication and 
execution allows Authoriti to eliminate a large source of friction. 
Further, users no longer must respond to challenge questions 
(criminals already found the answers online anyway) or wade 
through an IVR maze (the ultimate in annoying) or wait for and 
then return a simple Dumb PIN (which criminals intercept and 
misuse) just to prove who they are. Finally, the weaknesses in 
traditional authentication has led to transaction monitoring. These

backend platforms are educated best guesses which still 
generate a significant number of false positives (again, risk wins 
out to reduce losses), resulting in frozen transactions pending 
investigation (also known as friction).

With Authoriti, users generate secure content-rich Smart PINs 
which confirm both their identity and details of the transaction 
they’re authorizing the recipient to execute. Because the Smart 
PINs are restricted to a specific transaction, and are encrypted 
and digitally signed at creation, they are tamper-proof and 
can be distributed through any channel without the risk of 
interception and misuse. That’s important for the future as 
channel security becomes complicated by intermediaries 
such as chatbots or intelligent assistants. Parties receiving a 
transaction request with a Permission Code® PIN can easily 
validate the instruction through a simple API call to Authoriti 
and then immediately execute with confidence because the PIN 
provides a definitive record.

We touched on data privacy earlier’ one interesting feature of 
our Smart PIN is its ability to evidence delegation of a user’s 
authorization to a third party. Since the user is creating the Smart 
PIN, they can embed a third party’s identification in the PIN. This 
enables an easy mechanism for data owners granting consent 
for a data holder to share data with another party for processing 
(e.g., data aggregation).

TAG Cyber: Where do you see PII privacy headed in the coming 
years?
AUTHORITI: Regulations controlling PII will become more and 
more strict, resulting from growing consumer concerns about 
data harvesting by social networks, and likely expanding in reach 
beyond just PII. We see a day when we focus as much on how 
accounts and transactions are processed as we do today on 
checking identity. Consumers, regulators, and businesses all share 
a common goal of eliminating the misuse of all information.


